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Abstract- Authentication, authorization and audit are
the  most  important  issues  of  security  in  data
communication.  In  particular,  authentication  is  the
life of individual essential close friend. The security of
user  authentication  depends  on  the  strength  of  the
password.  A  strong  password  is  generally  random,
bizarre,  very  long  and  difficult  to  remember.  For
most users, these irregular remember passwords are
very difficult.  To easily  remember  and security are
two sides of a coin. In this paper, a new protocol of
graphical  password  authentication  is  proposed  to
solve  this  problem.  The  graphical  password
authentication technology is the use of Click on the
image to replace the entrance to some characters. The
GUI can help users easily create and remember your
passwords.  However,  in  the  system  of  graphical
passwords  based  on  images  you  can  provide  an
alternate  password,  but  too  many  images  will  be  a
great  database  to  the  issuance  of  the  store.  All
information  can  be  steganography  to  achieve  our
scheme  to  solve  the  problem  of  database  storage.
Moreover,  the  technique  of  steganography  tabular
can  achieve  our  plan  to  solve  the  problem  of
intelligence  information  during  data  transmission.
Our system of modified graphical passwords can help
users  friendly  and  easy  to  store  your  password
without  losing  any  security  authentication.  Chosen
user input is hidden in an image using steganography
technology,  and  will  be  transferred  to  the  server
security without any problem of hacking.  And then,
our  authentication  server  only  needs  only  store  a
secret  key  for  decryption  rather  than  the  overall
database password.

Keywords:Graphical  password  authentication,
Security,  Steganography,  Protocol,  hack,  network
security.

I. INTRODUCTION

Network  environment  today  is  full  of  dangerous
attackers,  hackers,  crackers,  and  spammers.
Authentication,  authorization  and  audit  are  the
most  important  issues  of  security  in  data
communication.  Authentication  is  the  process  to
allow  users  to  confirm  their  identity  to  a  Web
application. Human factors are often considered the
weakest link in computer security system. Point out
there are three main areas where human-computer

interaction  is  important:  authentication,  security
operations,  and  developing  secure  systems.  Here
we  focus  on  the  problem  of  authentication.  A
password  is  a  form  of  secret  authentication  data
that  is  used  to  control  access  to  a  resource.  The
password  is  kept  secret  from  those  not  allowed
access, and those wishing to gain access are tested
or know the password and are  granted  or  denied
access  accordingly.  The  use  of  passwords  goes
back to ancient times. A person is only permitted if
they  knew  the  password.  In  modern  times,
passwords are used to control access to protected
computer operating systems, mobile phones, ATM
machines, etc. A typical computer user may require
passwords  for  manypurposes:  connections  to
computer accounts, retrieving e-mail server, access
to files, databases, networks, and websites and even
read the newspaper in the morning line.

        The password authentication method is a
very  good  and  strong  still  used  until  now,  but
because  of  the  breakthrough  in  computer  use  in
many  applications  such  as  data  transfer,  data
exchange,  accessing  e-mail  or  Internet,  some
drawbacks  of  conventional  password  appears  as
stolen  password,  forgotten  password,  password
week, etc. so a great need is required strong way to
ensure all  our  possible application authentication,
making  out  with  some  research.  They  called
advanced  graphical  password where  they tried  to
improve  security  and  avoid  weakness  of
conventional  password.  Graphical  password  have
been  proposed  as  a  possible  alternative  to  text
based,  motivated mainly by the fact  that  humans
can  remember  images  better  than  text.
Psychological studies have shown that people can
remember things better than the text (RN Shepard,
1987) images. The pictures are usually easier to be
remembered  and  acknowledged  that  the  text,
especially  photos,  which  are  even  easier  to
remember than random images.

II. RELATED WORK
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Graphical password authentication protocol is first
described in Blonder [7]. Blonder proposes a new
idea,  he  lets  users  use  mouse  or  stylus  by
themselves to click the picture on presetting correct
regions  for  replacing  the  traditional  text  input
password.  After  that,  graphical  password  systems
are  popular  and  several  different  issues  are
developed [2].Graphical password authentication is
an image-based authentication technique which can
be  divided  into  two  categories  [2].  We  describe
these  two  categories,  recognition-based
authentication  technique  and  recall-based
authentication technique as follows.

2.1. RECOGNITION BASED

 Recognition-based technique is a kind of graphical
password authentication techniques which need to
choose those correct pictures from many pictures.
Dhamija and Perrig [18] propose a scheme which
can use Hash Visualization technique [1] to support
recognition-based  graphical  password
authentication.  Kotadia  [16]  proposes  a  new
recognition-based  graphical  password
authentication that is a multi-image technique with
one  step  for  authentication.  In  Dhamija  and
Perrig‟s  system,  the  system  shows some random
generated images and the users are asked to select a
certain number of images for the authentication in
the  graphical  interface  [18],  as  shown in  Fig.  1.
Before use, the user needs to set in advance through
the  authentication  sever  to  identify  images.
However,  the  average  log-in  time  is  longer  than
input  alphanumeric  password,  but  the  result
showed that 90% of all participants succeeded and
the text-based password with PINS only 70% in the
result [27]. The scheme proposed by Dhamija and
Perrig was not really secure because the passwords
need to store in database and that is easy to see.

Fig. 1. Random images select used by Dhamija and Perrig [18]

After  that,  Akula  and  Devisettys  proposed
algorithm is similar to Dhamija and Perrig‟s,  the
different is that it uses hash function SHA-1 rather
than  Hash  Visualization  technique.  Their  scheme
can be more secure and require less memory than
Dhamija and Perrig‟s . “Pass face” is still a multi-
image  technique  developed  by  Real  User

Corporation.  Users  will  be  asked  to  choose  four
face images to be the password. In  authentication
step,  the users  see  a  grid  of  nine  faces,  as
illustrated in Fig. 2, and only one face was correct
image.

2.2. RECALL BASED  

Another  image-based  authentication  technique  is
recall-based  authentication  technique.  “Draw-a-
Secret” (DAS) is a famous recall based technique
which  proposed  by  Jermyn,  et  al.  [11].  DAS
technique allows users to draw their passwords on
the interface,  as shown in Fig.  3.  A user will  be
asked to draw a simple picture and the picture will
be store for authentication. During authentication,
the user  is  asked  to  draw their  unique password.
User  should  draw  the  same  grids  in  the  same
sequence,  and  then  the  authentication  will  be
success.  DAS  technique  can  let  users  draw  by
themselves, but need more time then alphanumeric-
based password [6],  and if  the users  draw in the
middle of two sequences, the system will be error.
It is difficult that users should draw their password
correct  and  always  be  same  with  the  first  time.
Passlogix [17] has developed a graphical password
system which is based on a designated image.  In
this scheme, user should click different items on an
image in order to be authenticated, as illustrated in
Fig.  4.  User  should  recall  the  various  items  that
combined their password and choose these correct
items.  This  scheme  is  not  flexible,  but  certainty
provides  more  security.  Passpoints  is  a  kind  of
single-images  based  graphical  password  scheme
and this scheme provide more password space  to
support  more  security  than  textual  passwords
technique.  Passpoints  scheme  also  needs  one
picture to be the interface and allows users to click
anywhere in this designated picture to be the user
password. Passpoints provide large password space
[10] to ensure the secure and provide more flexible
interface  for  user.  In  addition,  Birget  et  al.  [10]
proposed  a  new  scheme  that  is  based  on  the
discretization  method.  Passpoints  is  our  main
subject and we will introduce and improve in next
subsection.
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Fig. 2.A recall-based graphical password system

2.3. PASSPOINTS  

Passpoints is a graphical password scheme similar
to  Blonders  scheme  [7].  Passpoints  allows  any
images  to  be  used  and  users  can  click  on  this
designated  image  to  complete  their  password
authentication. A rich and colourful image can be
divided into hundreds or more squares. The system
of  Passpoints  includes  both  graphical  and
alphanumeric interfaces, but we only discussed the
graphical  interface.  The  graphical  interface
includes  a  rich  picture  and  several  buttons,  as
shown in Fig.  5. The size of the picture is 451 x
331 pixels and the grid square around a click point
is  set  to  20  x  20  pixels.  The  special  buttons  of
graphical  interface  is  the  “See  My  Password”
button, and it allows users to view their password
when  they  are  clicking  for  ensuring  the  correct
password.  Users  choose  sequence  of  these
memorable points to be the password and it can be
hashed that means more security of this graphical
password system.

2.4. SECURITY OF PASSPOINTS  

The  graphical  password  authentication security  is
based  on  the  “password  space”.  We  carefully
compared the Passpoints graphical  password with
the alphanumeric password. In  Table 1, we show
that  the  password  space  between  graphical
password  and  alphanumeric  password.  For
example, a 64 character alphabet which includes 10
digits, 26 lower-case letters, 26 upper-case letters,
underscore, and dot. If a user chooses alphanumeric
password length eight over 64 character alphabets,
then  the  entire  number  of  guessing  possible
password  is  648  =  2.8  x  1014.  In  graphical
password system, there is an image size 451 x 331
= 149,281 and grid square size 20 x 20 = 400, there
are about 149281 / 400 = 373 grid squares. If a user
chooses  5  click  points  for  the  password  and  the
entire number of possible is 3735 = 7.2 x 1012. The
image size 451 x 331 is a small password space,
but  with a  big image  and  more  click  points  will
increase  the  password  space,  we  show  the
comparison in Table 1. “Passpoints” is secure and
have  enough  password  space,  but  needs  to  save
more pictures for user to use.

III. IMPROVE DATABASE STORAGE

Recognition  based  graphical  password  techniques
has a big problem that is to store many images for
users.  The  password  database  needs  to  store  ID,
password  table,  images  and  other  information
which  server  need.  In  the  premise,  server  needs
enough space to store many sorts of information,
especially  the  images.  It  will  cause  equipment
burden. In our scheme, we successfully overcome
this problem that database does not have to store

the large data instead the secret  key x. No matter
how many users use the system, server just needs to
pass the secret key x and key x is only for server
using. Although in our scheme also need to store
some images but when the user member increases,
our scheme will still be a very effectual scheme.

3.1. SECURITY POLICY   

In graphical password system, shoulder-surfing is a
big  problem  but  many  researches  can  solve  this
problem.  Shoulder-surfing  means  a  person  who
stands  on the back  of  user  and  wants  to  see  the
password  when  user  inputs  their  passwords.  We
introduce some schemes and our policy to prevent
shoulder-surfing  problem.  First  scheme  is
developed by Sobrado and Birget  [14] and which
system displays  a  number  of  pass-objects  among
many  different  objects.  User  needs  to  recognize
pass-objects to be authenticated. Second scheme is
developed by Man, et al. [22], user needs to select a
number of pictures  as pass-object,  but each pass-
object  has  several  variants  and  each  variant  is
unique code. Third scheme is developed by Hong,
et al. [5], and this scheme still uses pass-object, but
allows user to assign their own codes to pass-object
variant.  Shoulder-surfing  is  a  problem,  but  we
propose a simple scheme to prevent this problem.
In  traditional  authentication  phase,  User  uses
mouse  to  click  their  correct  passwords  on  the
interface which uses the left-button of mouse. Our
improved  scheme  is  that  we  can  use  the  right-
button of mouse to confuse the person who wants
to see the password input. Any person wants to see
the password but will  not  know which clicks  are
correct. We can set our system to accept only left-
button, but let right-button of mouse to click and
display. User can use left-button or right-button of
mouse,  but  only  the  designated-button  will  be
accept and authenticated.  

3.2. USABILITY OF GRAPHICAL PASSWORD   

The  usability  is  very  important  of  graphical
password  and  number  of  existing  graphical
password  schemes  available  on  the  internet.  We
discuss  about  the  usability  and  explain  why  the
“Passpoints” can really use in the future. We show
the usability features of graphical password which
is  made  by  Hafiz,  et  al.  [28]  and  there  are  12
schemes  in  the  table  to  compare  with  their
usability.  The  Passpoints  scheme  is  the  best  of
these 12 schemes  in compare  with each  usability
feature. The Passpoints scheme is the only scheme
that can be considered as an efficient scheme. The
input reliability andaccuracy are one of the features
which can provide the usability and users can easily
remember their  graphical  password.  Even we use
nine grids  but  do  not  spend many times  and we
believe that our modified Passpoints still can keep
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efficient. For user to use our system, user clicking
one of nine pictures is just like to choose one of the
correct points in Passpoints. Although this is easy
but  can  really  improve the security  and also  can
keep efficient. If the users forget their setting points
or images,  they can redo the setting phase by the
certified  phase  that  same  as  the  traditional
alphanumeric password certified phase.

IV. CONCLUSION

This  paper  reviews  the   graphical  password
systems, in this we need the image big enough to
ensure  the  security.  Because  of  the  large  enough
images can be cut into many enough sub-blocks to
meet  the users  to  set  their  passwords.  In  a small
screen  device,  the  problem  is  how  to  provide  a
large  enough  password  space  on  a  small  image.
The  research  of  Passpoints  suggested  that  user
might be handled by magnification of any area of
the chosen image. Our research suggests that user
can move the image in small screen by mouse. In
the screen, the system will show the given area and
when user hold the left button of mouse then user
can move the image in this area that means we can
put a big image in a small screen device like PDA.
The  limitation  of  graphical  password  system has
some important issues. First, the image should be
colourful and rich enough, the image should be a
big enough to provide large enough password space
to keep the security. And when input password may
click in the middle of two grids, the fault tolerance
can be set to solve this problem. Second issue is
efficiency;  users  to  use  the  mouse  to  enter  a
password  may  be  slower  than  the  keyboard.
However,  graphical  password  still  has  value  and
possibility instead of alphanumeric password. The
most important issue is the human memory. People
should spend more time learning and practice the
graphical password but user’s thinking and feeling
this kind of graphical password will be much easier
than  alphanumeric  password.  Finally,  this  paper
reports  a new scheme of  graphical  password  and
combines  with  another  technology  to  improve
database  of  server.  In  cryptography,  security  is
based on the strength of password. Most passwords
belong  to  alphanumeric  password  which  is
developed from symmetric cryptographic algorithm
to asymmetric cryptographic algorithm. That shows
the importance that saving password is in password
table.  We  provide  a  new  scheme  of  graphical
password and prove that our scheme can solve the
problem of database  storage.  All  information can
be steganography to achieve our scheme and can
solve  the  problem  of  database  storage.
Furthermore,  the  information  eavesdropping
problem during data transmission can be overcome
by our  tabular  steganography  technique.  Overall,
our modified graphical  password system can help

user easy and friendly to memory their password
and without loss of any security of authentication.
User’s  chosen  input  will  hide  into  image  using
steganography  technology,  and  transfer  to  server
security without any hacker problem. And then, our
authentication server  only needs to store a  secret
key  X  for  decryption  instead  of  large  password
database.
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